
 
Ms Helena Kolaj 
Cabinet of Vice President Ansip 
Commission of the European Union 

9thJanuary, 2019. 
 

Dear Ms Kolaj, 
 
Re: letter from NGOs about the draft e-Privacy Regulation 

Many thanks for the reply of 7th January, 2019. It does not answer all the points raised in my letter of 
30th November, 2018 to Vice President Ansip so I may write more fully in due course. However, 
mindful of how quickly things are moving I am sending this by way of an interim response. 

In the November letter I did not suggest every aspect of the way in which various internet 
businesses currently use PhotoDNA and similar automated or proactive tools would be outlawed if 
the latest version of the e-Privacy Regulation is adopted as the final text. I referred to the number of 
videos and content removed from YouTube and Facebook simply to illustrate the power of the 
technologies and the scale at which they can work.  That said, I would like to draw your attention to 
the press release issued by the Commission on 10th January, 2017 where this appears: 

“…..the current ePrivacy Directive only applies to traditional telecoms operators. Privacy rules will 
now also cover new providers of electronic communications services, such as WhatsApp, Facebook 
Messenger, Skype, Gmail, iMessage, or Viber.” 

There therefore seems little doubt the latest version of the Regulation is intended to alter, curtail or 
reduce the freedom of action currently enjoyed by companies providing particular kinds of online 
services. The problem is the alteration, curtailment or reduction suggests businesses that might 
otherwise be minded to deploy or continue deploying Photo DNA or similar tools to detect hashes of 
child sex abuse material or detect other forms of illegal abusive behaviour towards children would 
not be allowed to do so unless certain conditions are met. 

Concretely, at present the providers of over the top services do not have to obtain the prior consent 
of the end user before processing data where the purpose of the processing represents a 
proportionate attempt to detect or prevent crime or is designed to protect the vital interests of third 
parties. This aligns with analogous provisions in the GDPR. That alignment should be preserved. I am 
at a loss to understand why the Commission would contemplate creating two different standards in 
respect of matters of this kind. But, alignment aside, how many child abusers or persons engaging in 
the exchange of child sex abuse materials would anyway be likely to give their consent?  

Derogation is not the answer. The very fact Member States would have to derogate to restore the 
status quo ante makes plain, absent derogation, the use of PhotoDNA and similar tools would prima 
facie become and be unlawful in a given jurisdiction.  

Leaving it to Member States to derogate will inevitably lead to a patchwork of laws and that is 
singularly inappropriate when dealing with these issues. In his blog of 19th October, 2018 Giovanni 
Buttarelli, the EU’s principal adviser on privacy, said the following 

“…..it is unfair and economically unsustainable to expect controllers providing electronic 
communications services to be subject to a patchwork of (nationally based) data rules…” 



We see his point therefore why allow it in respect of the protection of children? Subsidiarity is a key 
principle. No one is disputing that, but it is not a principle which can or should be allowed to 
override important security and safety concerns which affect children where these are dealt with 
more efficiently on an international basis.  

Would it not be simpler, and would it not avoid any doubt or possible confusion, if a clause was 
inserted into an Article in the e-Privacy Regulation making it clear that where measures are taken to 
detect the presence or exchange of child sex abuse materials,  with a view to securing their deletion 
and reporting  to appropriate agencies, or where measures are taken to detect other forms of illegal 
abusive behaviour towards children, the Regulation does not apply and therefore the measures 
continue to be lawful? 

Alternatively, steps taken to detect the presence or exchange of child sex abuse materials, with a 
view to securing their deletion and reporting  to appropriate agencies, or  taken to detect other 
forms of illegal abusive behaviour towards children could be brought within scope by making clear 
businesses are allowed to process metadata and communications data  for such purposes without 
first having to obtain the consent of the end user.  In addition, it should be made explicit that any 
data obtained in this way cannot be used or further processed for any commercial or other reason. 

I would be happy to send you a more precise form of words which would deliver the above but I am 
sure our meaning and intent are clear. 

Finally, I am still keen to hear how the Commission ensured, in the course of developing or 
advancing its proposals on e-Privacy, it had the benefit of input from individuals or organizations 
with acknowledged expertise in the field of online child protection. 

Thank you for your attention. 

Yours sincerely, 

 

John Carr 

 
 


